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History 



> Egyptian supervisory 

> First half of the 20 th century 

> Development from telemetry system 

> Weather predictions 


system 
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Why SCADA? 


> Saves Time and Money 

■ Less traveling for workers (e.g. helicopter ride) 


■ Reduces man-power needs 

■ Increases production efficiency of a 

1 U 
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What is SCAD A? 

r Supervisory Control and Data Acquisition 


> Supervisory 
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Classifications 


> Anatomy of a SC AD A system? 

■ Elements of SC AD A 

■ Levels of SCADA 
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Elements of SCADA 



1 SYSTEM; 


Elements of a SCADA system 

> Sensors and actuators 

> RTUs/PLCs 

> Communication 


> MTi 


essor 
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Sensors 


Types of sensors: 
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Actuators 
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RTUs 


RTU - Remote Terminal Unit 

> Intelligent to control a process and 

> Data logging and alarm handling 

> Expandable 
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Alarms 


Types of alarms: 




> Good alarms 
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Safety instrumented systems 

Actions: 


> Override the normal control system 

> Take over the actuators 
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PLC - Programmable Logic Controller 



> Ladder logic 

> Industrial computer that replaced relays 

> Not a Drotocol converter 


> 

> 
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C ommunication 


Communication systems: 


> Switched Telephone Network 

> Leased lines 



vate Network (LAN/RS-485) 


> Internet 

> Wireless Communication systems 
Wireless LAN 


System for Mobile 
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Communication cont 


Protocols: 


ITT! 




> 


> DNP 3.0 

> Fieldbus 




> Controller Area Network (CAN) 

> Brofibus 

> DirectNet 


> 

> 
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Front End Processor 


Front End Processor 



channels and the host Master Station computer 
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SCADA server 


> It can be a Web server 


> Data logging 




> Analyzing data 


> Serve the clients through a firewall 


> C 


:onne 
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Historical server 





> 


Logs the data from the SCADA server and 

case of 


stores it as 
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a backup, 
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HMI Computer 


Human Machine Interface Computer 




> Access 


_ 



he SC AD A Server 


> Control the system 

> Operator I 

> Software 
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Distributed Control System 


Process oriented - tendency to do something 


> Not event oriented - 

> Local control over the devices 

> Subordinate to SC AD A 


umstances 
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Levels of SCADA 

Four levels of SCADA system 


> Level IV - Enterprise 
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Levels of SCADA cont. 



Four levels of 


> Level 



J Protocols 
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Level IV - Enterprise 
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Level III - SCADA 


Level HI Operator Operator Erigineeiintj DSS OPC Client 

SCADA Workstation Workstation Workstation Server 
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Level II and I 

Telecommunication and Field 
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Where is SCADA used? 


Main SCADA applications: 

> Water and Wastewater 


> Power 
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U.S. Infrastructure 



Transportation 


Finance 


Satellite 
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and Storage 
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Government 
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Water SCADA 
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Tank Level 
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SCADA system types 


Three types of basic SCADA systems: 

■ One machine process 
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Basic SCADA 
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Integrated 



SCADA 


> Water systems 

> Subway systems 

> Semritv svsfpms 



l KOMDMXj 
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Networked SCADA 


DCS 





SCADA 



SCADA 


SCADA 


CENTRAL 

SCADA 


SCADA 






Corporate WAN/ LAN 


> Power systems 

> Comm 
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Automation solutions 

SC AD A system manufacturers 


> Modular SCAD A, UK 

^ MOSUAD Mntnrnla 
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SCADA Hardware 

SC AD A Hardware manufacturers 
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SCADA Software 

SC AD A Software manufacturers 


> Intellution (Fix 32) 




> Iconics (Genesis32 v7.0) 

> National Instruments (Lookout 
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Purpose of this research 


> Develop a teaching module for a general SC AD A system 

> Develop a general model of a SC AD A system 

> Use Lab View and wireless communication computers 
to illustrate an example of the SCADA system 

> Study the vulnerabilities of the SCADA system 

> Create a freshman introduction module 


> Cre 



upper level course for SC 








NORWICH UNIVERISTY CENTER OF EXELLENCE IN DISTRIBUTED CONTROL SYSTEM SECURITY 


What is next? 


> Use the Laptop 1 to generate the wells, tanks, servers, RTUs 



_ 
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Conclusion 


> There are thousands of SC AD A systems installed and they 


can be completely different from each other, in terms of 



their structures but they all have common elements and 
a common purpose - to supervise control and collect data 


ems 
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